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MFA Configuration Guide

MFA CONFIGURATION GUIDE

1. REGISTER MFA MULTIFACTOR AUTHENTICATION TOKEN

1.1. Install the Microsoft Authenticator app from Apple AppStore or Google Play store.

1.2. At the first login attempt please change your old password

https://sts.rbp.eu/adfs/portal/updatepassword
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Update Password

Please note new password activation might take a couple of minutes, furthermore username is key

sensitive.
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https://apps.apple.com/gb/app/microsoft-authenticator/id983156458
https://play.google.com/store/apps/details?id=com.azure.authenticator&hl=en&gl=GB
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1.3. Browse to Microsoft MFA Setup Portal and login with the user ID and password received.
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2" Microsoft BY Microsoft
Slgn in & username@ext.rbp.eu
username@ext.rbp.eu Enter password

No account? Create one!

Can't access your account?

Forgot my password

[ Q Sign-in options

1.4. On the screen where it states Action required click Next

a" Microsoft

username@ext.rbp.eu

Action Required

Your organization requires additional security
information. Follow the prompts to download and
set up the Microsoft Authenticator app.

Use a different account

Learn more about the Microsoft Authenticator app

You have 12 days until this is required.

Ask later Next
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1.5. As the next step download Microsoft Authenticator Mobile App on your phone and click Next.

Keep your account secure
Your organization requires you to set up the following methods of proving who you are,

Microsoft Authenticator

Start by getting the app

On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Mext".

| want to use a different authenticater app

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.

o | I
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1.6. Open Microsoft Authenticator on your phone. On the initial screen click Agree and tap Add

account in the middle.

= Authenticator

Ready to add your
first account?

Microsoft needs basic app data +

We collect required basic diagnostics to

keep the app secure and up to date. This

does not include your name or any sensitive Add account
data.

Already have a backup?
Sign in to your recovery account.

Decline Begin recovery

Privacy statement
& /e ) ]

Authenticator Passwords Addresses Credentials

1.7. Choose work or school account and allow notifications in the next step.

uputhenticator” Would Like to “Authenticator” V}If)ulc? Like to
Send You Notifications

Notifications may include alerts,
sounds and icon badges. These can be

Access the Camera

May be needed to scan QR code to
add a new account

configured in Settings.
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1.8. Scan the QR code on the following screen with Microsoft Authenticator app on your mobile and click

next.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Scan the QR code

Use the Microseft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next”,

‘ Can't scan image?

= -

1.9. A verification code is displayed on your PC, please enter that code in your phone so Microsoft can

verify the successful setup

Microsoft Authenticator

Let's try it out

Approve the notification we're sending to your app by entering the number shown below.

12
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1.10. After entering the correct verification data, you will see the following windows

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

s

Microsoft Authenticator

Maotification approved

v

T EEN

Success!

Great job! You have successfu[/{g set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

=
g Microsoft Authenticator

1.11. Recommended settings

We also recommend the following settings (e.g. in case you lose your phone)

My Sign-Ins
R Overview Security info
These are the methods you use to sign into your account or reset your password.
£ Security info
Default sign-in method: Microsoft Authenticator - notification Change
L1 Devices
-+ Addwn-m method
@, Password
Last updated: 2xc
[E Password 3 days ago Change
E=3 Organizations
Microsoft Authenticator e
Phy E % ) !
6 Settings & Privacy ® Push multi-factor authentication (MFA) iPhone SE (3rd generation) Delete
0 Recent activity Lost device? Sign out everywhere
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Add a method X
Which method would you like to add?
Phone e
=
r
Phone X
You can prove who you are by texting a code to your phone.
What phone number would you like to use?
Hungary (+36) v| Enter phone number
@ Text me a code
Message and data rates may apply. Choosing Next means that you
agree to the Terms of service and Privacy and cookies statement.
Cancel Next
L
ﬁF
Phone X
We just sent a 6 digit code to + . Enter the code below.
Enter code
Resend code
|- v |
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Phone X

° 5MS verified. Your phone was registered successfully.
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2. LOGIN TO RBP USING MULTIFACTOR AUTHENTICATION

2.1 Open a new private window in your Chrome or Edge browser with Ctrl+Shift+N (Windows or Linux)

or +Shift+N (Mac) key combination and go to RBP Test or RBP Production website. On the opening

page, select External Users.

**RBP
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H External Users
iﬂ‘ Internal Users (FGSZ)

2.2 On the next screen add your username (Username@ext.rbp.eu) and the password you set, then click
Sign in.
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Sign in with Certificate

Sign in with a certificate

Sign in with Username and Password (MFA)

someone@example.ccom Username @ext.rbp.eu

Password

Sign in
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Far security reasons, we reauire additional information
to verify your account {  username @ext.rbp.eu)

Open your Microsoft Authenticator app and tap the number you see
below to sign in.

20

Use a different verification option

[

al Telekom HU 74%, .

Are you trying to sign in?

RBP
INagyonnagy@ext.rop.eu
Enter the number shown to sign in.

\
|Enter number20 (Exampie)/|
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3. LOGIN TO IP USING MULTIFACTOR AUTHENTICATION

3.1 Open a new private window in your Chrome or Edge browser with Ctrl+Shift+N (Windows or Linux)

or 3+Shift+N (Mac) key combination and go to IP_Test or IP_Production website. On the opening
page, select External Users.

MFA Configuration Guide

S |
% A MOL-CSOPORT TAGJA
l H External Users
iﬂ' Internal Users (FGSZ)
il

3.2 On the next screen add your username (Username@ext.rbp.eu) and the password you set, then click
Sign in.
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Sign in with Certificate

Sign in with a certificate

Sign in with Username and Password (MFA)

someone@example.com Username @ext.rbp.eu

Password

Sign in
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Far security reasons, we reauire additional information
to verify your account {  username @ext.rbp.eu)

Open your Microsoft Authenticator app and tap the number you see
below to sign in.

20

Use a different verification option

al Telekom HU 7

Are you trying to sign in?

RBP
INagyonnagy@ext.rop.eu
Enter the number shown to sign in.

%
|Enter number20 (Exampie)/|
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4. LOGIN TO IP USING MULTIFACTOR AUTHENTICATION

4.1 Open a new private window in your Chrome or Edge browser with Ctrl+Shift+N (Windows or Linux)
or +Shift+N (Mac) key combination and go to TP_Test or TP_Production website. On the opening

page, select External Users.
% A MOL-CSOPORT TAGJA

External Users

iﬂ' Internal Users (FGSZ)

4.2 On the next screen add your username (Username@ext.rbp.eu) and the password you set, then click
Sign in.
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Sign in with Certificate

Sign in with a certificate

Sign in with Username and Password (MFA)

someone@example.com Username @ext.rbp.eu

Password

Sign in
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Far security reasons, we reauire additional information
to verify your account {  username @ext.rbp.eu)

Open your Microsoft Authenticator app and tap the number you see
below to sign in.

20

Use a different verification option

al Telekom HU 7

Are you trying to sign in?

RBP
INagyonnagy@ext.rop.eu
Enter the number shown to sign in.

%
|Enter number20 (Exampie)/|
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